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Abstract

The increasing use of machine learning (ML) in privacy-sensitive domains such
as healthcare, finance, and user-facing services has intensified the need for
techniques that enable data-driven intelligence without exposing sensitive in-
formation. Fully Homomorphic Encryption (FHE) offers a cryptographically
rigorous approach to privacy-preserving machine learning by allowing computa-
tions to be performed directly on encrypted data. While appealing in principle,
the integration of FHE into modern ML pipelines introduces substantial chal-
lenges that fundamentally affect model design, algorithm selection, and system
performance. This survey provides a comprehensive and structured review of ma-
chine learning over encrypted data using non-interactive FHE-based approaches.
We examine how a wide range of machine learning models, including traditional
ML algorithms, deep neural networks, and emerging transformer architectures,
are adapted to operate under the arithmetic, precision, and efficiency constraints
imposed by FHE. To organize a rapidly growing body of work, we introduce a uni-
fying taxonomy that captures key design dimensions such as encryption schemes,
nonlinearity handling strategies, model families, system-level optimizations, and
privacy objectives. Using this framework, we synthesize existing approaches, ana-
lyze trade-offs between accuracy, efficiency, and security, and highlight recurring
design patterns across the literature. Beyond summarizing existing techniques,
this survey discusses practical limitations, deployment considerations, and open
research challenges that shape the future of privacy-preserving machine learning



under encryption. By bridging cryptographic techniques and modern Al system
design, this work aims to serve as a reference for researchers and practitioners
seeking to develop secure, scalable, and trustworthy machine learning systems.

Keywords: Machine Learning, Fully Homomorphic Encryption, Privacy-Preserving
Machine Learning, Encrypted Computation, Al Systems

1 Introduction

Machine learning (ML) has become a foundational technology across a wide range of
application domains, leveraging large-scale data and powerful computational resources
to enable increasingly accurate prediction, classification, and decision-making [1-3].
From healthcare and finance to user-facing services, ML systems play a central role in
extracting value from data and supporting high-impact, mission-critical tasks [4, 5].
However, deploying ML in privacy-sensitive settings, where training and inference rely
on highly confidential information [6, 7], introduces significant challenges that must
be addressed to ensure secure and trustworthy adoption [8, 9]. In domains such as
communications, medicine, and national security, sensitive data is often indispensable
for achieving high model performance yet must remain strictly protected throughout
the ML life cycle [10-12].

The use of such sensitive data exposes ML systems to a broad and evolving threat
landscape. Without adequate safeguards, these systems may become vulnerable to
data breaches, unauthorized disclosures, or adversarial manipulation that compromise
both privacy and model integrity. This raises fundamental questions: How can sensi-
tive data be processed securely? How can confidentiality be preserved in the presence
of untrusted infrastructure or adversarial actors? Prior work has identified numerous
attack vectors targeting ML models and pipelines, including model inversion at-
tacks [13-16], model extraction [17], training data reconstruction [18], and adversarial
example generation [19]. In parallel, ML systems remain susceptible to traditional cy-
bersecurity threats such as data poisoning [20], man-in-the-middle attacks [21], server
breaches [22], and insecure application programming interfaces [23]. These vulnerabil-
ities can be exploited to intercept, alter, or exfiltrate sensitive data during training,
deployment, or inference. As ML continues to underpin critical applications, including
healthcare delivery, financial services, national security, and criminal justice, address-
ing this multifaceted threat landscape is essential for protecting individual privacy,
ensuring system robustness, and maintaining institutional trust.

To mitigate these risks, researchers have explored a range of privacy-preserving
machine learning techniques. Federated Learning (FL) distributes training across
client devices and exchanges model updates rather than raw data [24]. However,
such updates may still leak sensitive information, rendering FL vulnerable to gradi-
ent leakage and inversion attacks [25]. Differential Privacy (DP) introduces statistical
noise during training to limit the influence of individual data records [26-28]. While
DP offers strong theoretical guarantees and scalability, it often incurs non-negligible



accuracy degradation, particularly in deep learning settings. Secure Multi-Party Com-
putation (SMPC) enables joint computation over private inputs without revealing
them to participating parties, but typically requires extensive communication and
synchronization, leading to significant system overhead [29-32].

In contrast, Fully Homomorphic Encryption (FHE) provides a fundamentally
different paradigm for privacy-preserving ML. FHE enables arbitrary computation
to be performed directly on encrypted data without requiring decryption, thereby
ensuring that sensitive information remains hidden throughout the computation
process. Unlike FL. or SMPC, FHE operates in a non-interactive manner, eliminat-
ing the need for repeated communication between data owners and computation
servers and improving scalability in outsourced settings. Modern FHE schemes, such
as Cheon—Kim-Kim-Song (CKKS), offer provable cryptographic security guaran-
tees [33], including INDistinguishability under Chosen-Plaintext Attack (IND-CPA),
provided that decryption outputs remain private [34]. These strong guarantees posi-
tion FHE as a compelling defense against a wide range of data leakage threats, shifting
the focus from algorithm-specific mitigations to a mathematically grounded approach
to secure computation.

Despite its promise, integrating FHE into practical ML systems presents sub-
stantial technical challenges. A fundamental limitation is that FHE schemes natively
support only basic arithmetic operations, making them incompatible with commonly
used nonlinear components such as ReLLU, sigmoid, and tanh (Section 3.2). In addition,
homomorphic operations are significantly more resource-intensive than their plain-
text counterparts, incurring high computational and memory overhead—constraints
that are particularly pronounced for deep learning models, which already demand
substantial resources even without encryption.

As a result, much of the existing literature focuses on encrypted inference, which re-
quires only forward propagation through the model. Extending FHE-based approaches
to support full model training remains considerably more challenging, as it requires
both forward and backward passes while managing ciphertext noise growth. Achiev-
ing practical, scalable encrypted training continues to be an open and active area of
research.

This survey provides a comprehensive overview of machine learning over fully
homomorphic encryption (FHE-ML). We examine the cryptographic foundations un-
derpinning FHE, analyze key algorithmic and system-level trade-offs, and review
state-of-the-art approaches for encrypted inference and training across a range of
ML models. By synthesizing recent advances, practical challenges, and emerging re-
search directions, this work aims to inform and guide researchers and practitioners
seeking to develop secure, privacy-preserving machine learning systems under strong
cryptographic guarantees.

1.1 Scope and Contributions

In this survey, we provide a comprehensive overview of recent research on perform-
ing ML directly over homomorphically encrypted data. Our focus is specifically on
non-interactive HE-based ML approaches, which offer strong cryptographic privacy



guarantees while avoiding the communication and synchronization overhead inher-
ent in interactive protocols. While secret sharing approaches offer robust privacy for
distributed ML, they require interactive protocols; we delineate their relationship to
non-interactive FHE in Section 1.2. By restricting attention to non-interactive set-
tings, this survey concentrates on techniques that are particularly well suited for
outsourced and cloud-based ML deployment scenarios.

Within this scope, we examine a broad range of machine learning models, including
both traditional ML algorithms and modern deep learning architectures, and analyze
how they are adapted to operate on encrypted inputs. We consider both inference
and training settings and discuss how homomorphic encryption can be used to pro-
tect sensitive data throughout the ML pipeline, as well as, in some cases, preserve
model confidentiality. Particular emphasis is placed on the algorithmic and system-
level challenges that arise when executing ML workloads under encryption, including
the limited arithmetic expressiveness of HE schemes and the resulting difficulty of
implementing nonlinear components such as activation functions and normalization
layers.

This survey focuses primarily on non-interactive FHE-based machine learning,
including both bootstrapped and leveled settings. While other classes of homomorphic
encryption such as somewhat and partially homomorphic encryption exist, they are
not the focus of this work, as their limited expressiveness restricts applicability to
modern machine learning workloads.

To distinguish this work from prior literature, our survey introduces the following
novel contributions:

e A Bottleneck-to-Workaround Taxonomy: While we utilize standard dimen-
sions such as scheme family and model type to organize the literature, the core
novelty of our taxonomy is mapping universal plaintext architectural bottlenecks
(e.g., nonlinearities, control flow) directly to their required FHE cryptographic
workarounds (see Table 3). This frames FHE-ML as a co-design problem between
the complexity of modern ML and the limitations of current FHE.

e Coverage of Modern Architectures: Unlike prior surveys that stop at stan-
dard deep learning models, we extend our analysis to the rapidly evolving frontier
of Transformer architectures. We critically examine the specific cryptographic
bottlenecks introduced by attention mechanisms and normalization layers.

e Critical Assessment of Applicability: Rather than merely cataloging state-of-
the-art implementations, we evaluate the persistent gap between theoretical runtime
and practical deployment, explicitly demarcating established inference techniques
from the currently impractical domain of general encrypted training.

1.2 Relationship to Secret Sharing and Threshold FHE

While this survey focuses strictly on non-interactive Fully Homomorphic Encryp-
tion (FHE), it is essential to position these frameworks within the landscape of
distributed cryptography. In particular, cryptographic primitives rooted in secret shar-
ing are highly complementary to FHE architectures, rather than a replacement for
them. Standard secret sharing schemes [35] divide sensitive data into discrete shares



distributed across multiple independent nodes. While exceptionally efficient for exe-
cuting linear algebra operations, evaluating the arbitrary, nonlinear machine learning
circuits over purely secret-shared data inherently requires interactive Multi-Party
Computation (MPC) protocols [36], where nodes must persistently communicate dur-
ing runtime. Consequently, secret sharing alone does not satisfy the non-interactive
execution paradigm—where a client encrypts data, goes offline, and allows an
honest-but-curious server to compute arbitrary ML functions asynchronously.

Instead, approaches in secret sharing serve as system-level primitives for man-
aging key infrastructure, threshold decryption, multi-user access control, and hybrid
privacy-preserving machine learning. For instance, threshold FHE architectures lever-
age secret sharing to distribute the master secret key across a federation of data silos
or cloud servers [37]. This ensures that no single entity can unilaterally decrypt client
ciphertexts, requiring a cryptographic consensus instead. Furthermore, long-lived, dis-
tributed trust systems utilize proactive secret sharing [38], which allows nodes to
periodically refresh their secret shares over time.

In dynamic, multi-client cloud environments, secret-sharing innovations are also
applied to identity and access management. Primitives such as one-time user keys
for multi-user secret sharing enable flexible, fine-grained access control, allowing a
central system to distribute transient computation keys without necessitating the
global re-encryption of the master dataset [39, 40]. While these distributed trust
mechanisms, proactive refreshes, and multi-user key management strategies are crucial
for scaling FHE systems to production FHE deployments, they fundamentally focus
on interactive multi-party key infrastructures and collaborative decryption phases.
Since these mechanisms operate at the key management and decryption layer rather
than within the ciphertext domain, they fall outside the scope of this survey.

1.3 Literature Search Methodology

To ensure a comprehensive and representative overview of the field, we employed
a targeted search strategy across major academic databases IEEE Xplore, ACM
Digital Library, and Google Scholar as well as prominent preprint repositories, specif-
ically arXiv and TACR ePrint archive, to capture the rapidly evolving frontier of this
research.

Our primary search queries were constructed by pairing cryptographic keywords
(e.g., “fully homomorphic encryption", “FHE", “CKKS", “TFHE") with machine learn-
ing terminology (e.g., “deep learning", “neural networks" and specific architectures
such as “decision trees" or “transformers").

To filter the results and maintain the scope defined in Section 1.1, we applied the
following criteria during our screening process:

® Temporal Scope: We restricted our search to literature published or uploaded
between January 2019 and January 2026. This window was chosen to capture
the modern era of FHE-ML optimization, particularly following the widespread
adoption and implementation of approximate arithmetic schemes (CKKS) and
programmable bootstrapping (TFHE).



® Inclusion Criteria: Works were included if they explicitly proposed, optimized,
or empirically evaluated machine learning models (training and/or inference)
operating natively over homomorphically encrypted data.

® Exclusion Criteria: We excluded protocols that circumvent the limitations of
FHE by relying on interactive Multi-Party Computation (MPC), client-side assisted
computation, or legacy Partially /Somewhat Homomorphic Encryption (PHE/SHE)
schemes without bootstrapped capabilities.

Candidate papers were screened by title and abstract and then categorized after
full-text review by the authors using the inclusion/exclusion criteria and taxonomy de-
fined in this survey. Categorization decisions were reviewed jointly by the author team,
and disagreements were resolved through discussion until consensus was reached.

1.4 Existing Surveys

In recent years, a growing number of surveys have examined topics related to privacy-
preserving machine learning (PPML) and homomorphic encryption (HE). However,
most existing surveys tend to address these areas independently rather than focusing
on the integrated problem of executing machine learning models directly over homo-
morphically encrypted data, which is the central focus of this work. As a result, the
literature lacks a unified perspective on the algorithmic and system-level challenges
that arise when machine learning and homomorphic encryption are combined.

Broadly, prior surveys can be grouped into two categories: those centered on
PPML and those centered on HE. Surveys in the PPML category typically provide
broad overviews of privacy-enhancing techniques such as Differential Privacy [41, 42],
Federated Learning [43], Secure Multi-Party Computation [44], and related ap-
proaches [44-47]. In these works, homomorphic encryption is often discussed as one of
several possible tools for achieving privacy, but it is rarely examined in depth. Conse-
quently, important aspects such as the mathematical foundations of HE, the properties
of modern encryption schemes, and the practical implications of deploying machine
learning models over encrypted data are typically outside the scope of these surveys.

In contrast, surveys focused on homomorphic encryption provide detailed treat-
ments of cryptographic constructions, security guarantees, and implementation tech-
niques [48-55]. While these works offer valuable insights into the theory and practice
of HE, machine learning is usually considered as one application among many rather
than as a primary focus. As a result, challenges specific to privacy-preserving machine
learning—such as supporting nonlinear operations, deep neural networks, and modern
architectures under encryption—are not explored in a systematic, application-driven
manner.

This survey seeks to bridge this gap by providing a focused and comprehensive
review of homomorphic encryption in the context of machine learning. By treat-
ing machine learning over encrypted data as a unified design problem, we examine
how cryptographic constraints influence model architectures, algorithm design, and
system-level optimizations. A comparison between this survey and existing related
surveys is summarized in Table 1.



Table 1: Related Surveys from 2019 to 2026

Focus | Paper | Year | FHE | LR | DT | SVM | NB | NN | TF
[44] 2020 X X X X X
[42] 2020 X X X X X
[43] 2020 X X X X X
[45] 2021 X X X X X
PPML | 7] | 2022 x| x| x | x X
[41] 2021 X X X
[53] 2023 X X
[46] 2024 X X X X X
[48] 2023 X X X X X X
[50] 2022 X X X X X X
FHE [51] 2019 X X X X X X
[54] 2023 X X
[55] 2023 X X X X X X
[52] 2020 X X
Both [49] 2021 X X X
Ours 2026

PPML: Privacy-Preserving Machine Learning, FHE: Fully Homomorphic Encryption, LR: Logistic
Regression, DT: Decision Tree, SVM: Support Vector Machine, NB: Naive Bayes, NN: Neural Network,
TF: Transformer.

1.5 Organization

The remainder of this paper is organized as follows. Section 2 reviews essential prelimi-
naries on homomorphic encryption. Section 3 introduces the taxonomy that structures
this survey. Sections 4 and 5 examine homomorphic-encryption-based implementations
of traditional ML, deep learning, and transformer models. Section 6 discusses repre-
sentative real-world applications of machine learning over encrypted data. Section 7
outlines open challenges and future research directions, and Section 8 concludes the

paper.

1.6 Related Privacy Paradigms

FHE is not the only approach to privacy-preserving machine learning. A prominent
alternative is federated learning (FL), in which training data remains local and only
model updates are sent to a central server. This avoids centralizing raw data, but the
updates themselves may leak sensitive information [56]. FHE addresses a different part
of the problem: rather than keeping data local, it keeps data encrypted throughout
computation, so that even the party performing the computation cannot see it. FL
and FHE therefore protect different things: FL keeps raw data from leaving the client,
while FHE keeps data unreadable to whoever processes it.

This distinction raises a natural question: can cryptographic protection be brought
into FL itself, rather than treated as a separate alternative? Recent work suggests yes.
Secret sharing, threshold HE, verifiable aggregation, and threshold signatures have
been used to protect model updates, tolerate client dropout, and detect or prevent



Table 2: Notations

[ Notation | Definition |
A Security parameter indicates the number of bits of
security for the scheme
pk Public key used for encryption
sk Secret key used for decryption
evk Evaluation key used for computations on encrypted
data
m Message (or plaintext) to be encrypted
c Ciphertext corresponding to the message m
X A vector, denoted in bold lowercase
X A matrix, denoted in bold uppercase

malicious aggregation [57-60]. Threshold HE is the clearest example: it integrates
directly into the FL aggregation step, letting FL keep its distributed training structure
while limiting what the aggregator can learn from the updates it receives [58]. The two
paradigms are therefore not competitors so much as answers to different questions: FL
determines where training happens, while cryptographic mechanisms like threshold
HE constrain what can be learned from the results.

2 The Nuts and Bolts of Homomorphic Encryption

In this section, we introduce the basics of homomorphic encryption along with the
notation that will be used henceforth in this paper. We use the term fully homomorphic
encryption—based machine learning (FHE-ML) to refer to machine learning models
whose training or inference is performed directly on encrypted data. All logarithms are
base 2 unless otherwise stated. For convenience, we note that the security parameter
is denoted by A throughout the paper. Vectors are denoted in bold lowercase (e.g., x)
and matrices are denoted in bold uppercase (e.g., X).

2.1 Homomorphic Encryption (HE)

Homomorphic encryption was first proposed by Rivest et al. in 1978 as a way to per-
form operations on encrypted data without first decrypting it [61]. To begin with, let
us start with some public key encryption scheme. A public key encryption scheme al-
lows messages to be sent between two or more users without requiring some shared
secret key to be established beforehand. Every user runs a key generation algorithm

KeyGen to obtain a key pair: (pk, sk) il KeyGen(), where pk is a public key and sk
is a secret key. Next, the encryption function Encrypt transforms a plaintext mes-

sage into a ciphertext with the public key pk: ¢ £ Encrypt(pk, m), where c is the
ciphertext produced by encrypting the message m with the public key pk. Finally, the
decryption function Decrypt transforms a ciphertext into the original plaintext mes-
sage: m < Decrypt(sk, c¢), where m is the plaintext message produced by decrypting
the ciphertext ¢ with the secret key sk corresponding to the public key pk.



A public key scheme is said to be homomorphic if it allows computation on ci-
phertexts without requiring decryption. More formally, we claim that for every valid
input, the following properties hold:

Decrypt(sk, Encrypt(pk, a) & Encrypt(pk, b)) = a + b,
Decrypt(sk, Encrypt(pk, a) ® Encrypt(pk,b)) = a x b,

where @ denotes the homomorphic addition operation and ® denotes the homomor-
phic multiplication operation.

There are four types of homomorphic encryption with different levels of complexity
and capability [62]. Partially homomorphic encryption is the weakest of the bunch and
supports one specific operation, either addition or multiplication. The RSA scheme is
an example as it supports an unbounded number of multiplications [63]. Somewhat
homomorphic encryption provides a stronger property, the ability to handle a lim-
ited number of both addition and multiplication operations, Sander et al. proposed
one such scheme in 1999 [64]. Leveled fully homomorphic encryption supports the
evaluation of operations up to a certain depth that is defined by the security param-
eters. The BGV scheme introduced by Brakerski et al. was among the first practical
leveled fully homomorphic scheme [65]. Fully homomorphic encryption supports the
unbounded evaluation of operations over the ciphertexts without compromising se-
curity. This is due to the breakthrough development of the bootstrapping operation
that was introduced by Gentry in 2009 [66].

2.2 Fully Homomorphic Encryption (FHE)

Fully homomorphic encryption (FHE) has earned the title of the "holy grail" of cryp-
tography because it allows an unlimited number of computations to be performed
over ciphertexts without sacrificing security. The first fully homomorphic encryption
scheme was proposed by Gentry in 2009 [66]. Gentry showed how to construct an
encryption scheme that handles the evaluation of arbitrary circuits, with the key
breakthrough development of the bootstrapping operation. In non-fully homomorphic
encryption schemes, every homomorphic operation increases the ciphertext’s error
term, imposing a built-in limit on the number of operations that can be performed
before decryption fails. The bootstrapping operation refreshes the error term in the
ciphertext by homomorphically decrypting and re-encrypting the ciphertext. During
this process, no information is leaked and the ciphertext is "refreshed" which allows an
arbitrary number of operations on a ciphertext as long as the bootstrapping operation
is performed. The trade-off for this unlimited computational depth is a tremendous
computational cost. Gentry’s initial implementation was not computationally feasible.
However, after substantial improvements to the bootstrapping operation, fully homo-
morphic encryption is increasingly practical [67, 68]. The bootstrapping operation is
the most expensive component of any fully homomorphic encryption scheme, but is
feasible to compute.



2.3 Homomorphic Encryption Schemes

In this section, we introduce the schemes used in this survey. HE schemes can be
either "exact" or "approximate", referring to the correctness of the homomorphic
computations. In this survey we focus on CKKS and TFHE. These are by no means
the only available schemes, but we consider only them as they are the most popular
and well performing of the available schemes.

The CKKS scheme supports approximate real/complex arithmetic with SIMD-
style vector packing, making linear algebra operations like matrix-vector multiplica-
tions and dot products, common in machine learning, relatively efficient. The main
trade offs are an approximation error and the lack of native support for non-polynomial
operations. In contrast, the TFHE scheme offers exact computation and programmable
bootstrapping, enabling efficient evaluation of non-polynomial operations. However,
TFHE typically operates at the bit level, which makes it slower and less compact than
CKKS for linear algebra workloads.

2.3.1 Cheon, Kim, Kim, and Song (CKKS)

The CKKS scheme is an approximate arithmetic FHE scheme based on the ring
learning with errors problem proposed in 2016 [33]. A distinctive feature of CKKS
is its ability to work with real and complex values. Initially introduced as a leveled
FHE scheme, CKKS was later enhanced with bootstrapping techniques in 2018 to
support FHE [69]. Its ability to handle floating point numbers and efficient computa-
tions make CKKS a strong candidate for machine learning tasks. The residue number
system (RNS) version of CKKS is commonly used as it enhances the precision and
efficiency [70]. This modification allows for faster operations with larger precision,
which is especially beneficial for applications like machine learning.

2.3.2 Fully Homomorphic Encryption over the Torus (TFHE)

The TFHE scheme is an exact FHE scheme based on the learning with errors (LWE)
and ring learning with errors problem [71-73]. Bootstrapping for TFHE results in
no information loss and can execute non-polynomial functions while refreshing the
ciphertext with programmable bootstrapping.

2.4 Threat Model

Modern homomorphic encryption schemes aim to achieve semantic security, formally
defined as indistinguishability against chosen plaintext attacks (IND-CPA) [74].

In the context of FHE-based machine learning, we typically consider two parties:
a data owner and a compute server, which we refer to as the client and the server
for simplicity. The client encrypts sensitive input data using an FHE scheme and
delegates computation to the server, which performs the homomorphic evaluation
without access to the plaintext data. Depending on the application, the encrypted
data may be input features for an inference, training data, or training labels.

The server is assumed to be honest-but-curious: it correctly follows the prescribed
protocol but may attempt to infer information about the client’s data from the ci-
phertexts it observes. Under this assumption, IND-CPA security guarantees that the
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server learns no information about the plaintext inputs beyond what is revealed by
the final decrypted output. We assume that the adversary does not obtain access to
a decryption oracle or to intermediate decrypted values.

A malicious client, in contrast, could submit malformed ciphertexts in an attempt
to extract information about the server’s proprietary model or to induce incorrect
computations. Mitigating such attacks typically requires additional safeguards be-
yond basic IND-CPA security, including input validation, circuit privacy, or verifiable
computation and is not considered the goal of FHE.

While standard IND-CPA security protects data confidentiality during homo-
morphic computation under honest-but-curious and passive decryption assumptions,
real-world deployments introduce threat vectors that fall outside this baseline:

® Decryption-Result Feedback (IND—CPAD Security): Standard IND-CPA does
not hold when an adversary can observe decrypted outputs or interact with a de-
cryption oracle. In approximate encryption schemes like CKKS, the output error
carries implicit information about the secret key and repeatedly observing decrypted
results enables key-recovery attacks [34, 75, 76]. Securing against these decryption
feedback attacks requires IND-CPA security, which is typically achieved via post-
computation noise mechanisms such as noise flooding or differential privacy noise
insertion applied to plaintexts prior to decryption.

e Computation Integrity against Malicious Servers: Standard FHE guarantees
data confidentiality during execution but provides no guarantee of computation in-
tegrity. A malicious server could inject faulty ciphertexts or alter execution paths
undetected. Countering active server adversaries requires combining FHE with ver-
ifiable computation techniques such as Zero-Knowledge Proofs (ZKPs), Message
Authentication Codes (MACs), or Trusted Execution Environments (TEEs) [77].

® Implementation Side Channels: Even when FHE schemes provide mathematical
security, physical execution traces (such as power consumption, memory access pat-
terns, or timing variations during operations like the Number Theoretic Transform)
can leak private key material or plaintext data [78§].

® Membership Inference and Training-Data Leakage: Independent of crypto-
graphic security, the decrypted output of an ML model can leak information about
the underlying training set. Membership inference attacks can extract sensitive
training data even in strict black-box settings, with no access to model weights or
intermediate ciphertexts [79]. Mitigating this risk requires application-layer differ-
ential privacy (e.g., DP-SGD or output perturbation) to bound statistical leakage
and is not solved by FHE.

® Model Extraction and Model Privacy: Repeated queries to an inference
pipeline can allow an adversary to reconstruct proprietary model parameters
through black-box extraction [80]. Preventing output ciphertexts from leaking de-
tails about model parameters evaluated inside the encryption circuit requires circuit
privacy techniques [81].

® Query Privacy: Structural query patterns or memory access indices can reveal
sensitive user intent even when underlying payload data remains encrypted. Pro-
tecting these access patterns requires combining FHE with Private Information
Retrieval (PIR) schemes [82] or Oblivious RAM (ORAM) protocols [83].
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Unless otherwise noted, the remainder of this survey adopts standard IND-CPA
as the baseline security assumption, consistent with the honest-but-curious, no-
decryption-oracle model described above. The threat vectors listed above are
deployment-dependent extensions that a practitioner may need another layer on top
of this baseline, rather than assumptions made throughout the survey itself.

3 Taxonomy and Design Space of FHE-ML

We introduce a taxonomy to organize FHE-ML systems along five orthogonal di-
mensions: (1) FHE scheme family, (2) nonlinearity strategy, (3) model family, (4)
system-level optimization levers, and (5) privacy scope. This design space provides a
unified lens for comparing systems that otherwise appear incomparable due to dif-
fering cryptographic assumptions, hardware platforms, and cost accounting practices.
Table 3 synthesizes the core contribution of our taxonomy, abstracting the disparate
literature into a unified map of plaintext bottlenecks and their accepted FHE solutions.

Table 3: Bottleneck-to-Solution Map for FHE-ML

Plaintext Bottleneck Encrypted Solution / Workaround

Sigmoid / Tanh Activations Low-degree polynomial approximation (e.g., Chebyshev, minimax)

Comparisons (Decision Trees)  Programmable Bootstrapping (PBS) / LUTs (TFHE) or polynomial
sign approximation (CKKS)

Convolutions / Linear Layers =~ Multiplexed parallel packing, SIMD batching, and rotation mini-

mization

ReLU / Max Pooling Exact evaluation via Boolean gates / PBS (TFHE), or replacement
with square/polynomial functions

Softmax Polynomial / Gaussian kernel approximation, or attention replace-
ment

LayerNorm Polynomial approximation, dynamic range scaling, or complete ar-

chitecture redesign

3.1 FHE Scheme Family

Choosing an FHE scheme family is one of the most consequential design decisions
in FHE-ML, as it determines the supported plaintext domain, the cost model of
arithmetic operations, and the feasibility of nonlinear functions. We broadly group
the literature into two scheme families:

e CKKS (approximate arithmetic): Supports approximate computations over
real/complex numbers and is therefore widely used for neural networks and other
models with real-valued activations. CKKS enables efficient packed SIMD linear
algebra but introduces approximation error and requires careful scale management
and rescaling.
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Table 4: Taxonomy of representative FHE-ML systems.

Work FHE Nonlinearity Model Key optimizations Privacy scope
[84] CKKS  Polynomial Linear Bootstrap Management Data
[85] TFHE PBS Tree/Forest ~ MatMul Flattening Data
[86] CKKS  Polynomial CNN Packing & Bootstrapping Data
[87] TFHE PBS CNN QAT and Pruning Data
[88] CKKS  Polynomial  Transformer Approx. Attention Data
[89] CKKS Gaussian Kernel Transformer LoRA Adapters Data

Table 5: Comparison of different FHE schemes.

Scheme Computational Numerical Nonlinear Suitable ML
Efficiency Precision Op. Handling Models

CKKS High SIMD Approximate Polynomial DNNs, CNNs,
throughput; (floating point)  approximation linear /logistic
costly regression
bootstrapping

TFHE Low per-gate Exact (low-bit Native, via Decision trees,
latency; fast integer / programmable random forests,
programmable Boolean) bootstrapping binarized NNs
bootstrapping

e TFHE (Boolean / gate-level FHE): Represents values at the bit level and
supports efficient programmable bootstrapping (PBS), enabling table lookups and
exact comparisons. TFHE is particularly attractive for models dominated by com-
parisons (e.g., decision trees) and for exact activation functions (e.g., ReLU, max
pooling), but incurs high latency for large linear algebra workloads.

In practice, CKKS is widely favored for traditional ML models due to its efficiency
for linear algebra operations, whereas TFHE is frequently used for comparison-heavy
models due to its exact handling of nonlinear functions via programmable bootstrap-
ping (Section 3.2) [41-47, 53]. For deep learning architectures, this trade-off is sharper:
CKKS parallelizes convolutions and matrix multiplications via SIMD packing, while
TFHE evaluates activation functions exactly. Hybrid designs combine both, evaluat-
ing linear layers in CKKS and nonlinearities in TFHE, at the cost of scheme-switching
overhead.

3.2 Nonlinearity Strategy

A central obstacle in FHE-ML is that most FHE schemes natively support only ad-
dition and multiplication, whereas modern ML relies heavily on nonlinear functions
(e.g., sigmoid, ReLU, max, softmax, normalization). As a result, FHE-ML systems
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are largely distinguished by how they implement nonlinearities under encryption. We
categorize the literature into two main strategies:

® Polynomial approximation: Replace nonlinear functions with low-degree poly-
nomials (e.g., Chebyshev, minimax/Remez). This is the dominant approach in
CKKS-based schemes, trading accuracy for multiplicative depth and runtime.

e LUT-based evaluation: Evaluate nonlinear functions via look-up tables (LUTs).
In TFHE, programmable bootstrapping enables efficient lookup-table evaluation,
supporting exact or high-fidelity nonlinear functions.

The nonlinearity strategy directly impacts both model accuracy and crypto-
graphic cost. Polynomial methods avoid frequent bootstrapping but increase depth
and approximation error, while LUT /PBS-based methods preserve accuracy but often
increase the latency due to bootstrapping frequency.

3.3 Model Family

Different model families induce fundamentally different encrypted computation pat-
terns. We group FHE-ML systems into the following model families:

® Linear models: Logistic regression and linear classifiers are primarily composed
of dot products and simple nonlinearities (e.g., sigmoid), making them amenable
to CKKS with polynomial approximations. The main bottleneck is the iterative
optimization for training.

® Tree-based models: Decision trees, random forests, and gradient-boosted trees
rely on comparisons and control flow, which are not natively supported in arithmetic
FHE. Consequently, many works use TFHE /LUT-based comparisons or polynomial
step approximations, often restructuring inference as branchless arithmetic circuits.

e Neural networks: These models are dominated by linear algebra (convolutions
and matrix multiplications) interleaved with nonlinearities. CKKS 1is typically
preferred due to SIMD packing and efficient linear operations, with accuracy-
performance tradeoffs driven by activation approximations and bootstrapping
schedules.

® Transformers: Transformers introduce additional challenges beyond standard
neural networks due to attention mechanisms (quadratic complexity in sequence
length), heavy reliance on softmax and normalization, and tensor reshaping/ro-
tation overhead induced by packing strategies. We discuss encrypted transformer
design challenges in Section 5.2.

This taxonomy dimension is useful for anticipating which cryptographic and sys-
tems bottlenecks will dominate: comparisons for trees, depth for deep networks, and
rotations/packing complexity for transformers.

3.4 System-level Optimization Levers

Beyond cryptographic scheme selection, FHE-ML systems rely on a set of recurring
optimization levers to reduce runtime, memory footprint, and/or accuracy loss. We
highlight the most common levers used across the literature:
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Quantization and fixed-point encoding: Reducing precision decreases ci-
phertext modulus requirements, lowers multiplicative depth consumption, and
can enable exact arithmetic in integer schemes. Quantization-aware training is
frequently used in TFHE-based neural networks.

® Pruning and sparsity: Removing weights or channels reduces the number of
encrypted multiplications and rotations, particularly beneficial in TFHE where
bootstrapping dominates cost.

e Packing and SIMD batching: Efficient ciphertext packing can amortize com-
putation across multiple samples or tensor elements. Packing strategy strongly
influences rotation count and therefore performance in CKKS.

® Bootstrapping frequency: Some works avoid bootstrapping by limiting circuit
depth (leveled FHE), while others embrace bootstrapping to enable deeper networks
or exact nonlinearities. Bootstrapping policy (when, how often, and for which layers)
is a major determinant of latency.

® Hybrid scheme-switching designs: Combining schemes can yield strong perfor-

mance (e.g., CKKS for linear layers and TFHE for nonlinearities), but introduces

overhead in ciphertext conversion and parameter alignment.

These levers are often interdependent: for example, more aggressive quantization
can reduce bootstrapping frequency, and packing strategy can trade memory for fewer
rotations.

3.5 Privacy Scope and Goals

In this survey, we categorize the FHE-ML works by their privacy goals, which de-
termines what information is intended to remain hidden from involved parties. We
further detail the adversarial assumptions and threat model in Section 2.4. Here, we
summarize the privacy goals used throughout the taxonomy in Table 5:

e Data Privacy: The Server learns nothing about the Client’s input features (and,
in training settings, the Client’s labels), beyond what may be inferred from the final
output. This is the primary privacy goal addressed by nearly all FHE-ML works,
including all of the works in this survey.

® Model Privacy: The Client learns nothing about the Server’s model parame-
ters, beyond what is revealed by the output. Model privacy is not automatically
guaranteed by FHE and typically requires additional cryptographic mechanisms.

® Query Privacy: The Server learns nothing about the Client’s query, including
metadata such as whether two encrypted queries correspond to the same input or
whether a particular input pattern was queried repeatedly. FHE alone does not
protect query patterns; achieving this goal requires additional techniques beyond
standard FHE.

While most surveyed works focus on data privacy through encrypted inference or
training, model and query privacy remain rare goals and highlight areas where FHE
alone is insufficient. By explicitly considering all three privacy types, we clarify both
the strengths and the limitations of FHE-based approaches.
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We acknowledge that Data Privacy, Model Privacy, and Query Privacy are widely
accepted classification criteria in related fields such as Privacy-Preserving Federated
Learning and Secure Multi-Party Computation. However, in this survey, we specifically
examine how these privacy paradigms manifest uniquely under the strict constraints
of non-interactive FHE, which introduces distinct system-level vulnerabilities and
cryptographic overheads not present in distributed learning.

3.6 Practical System Design: Applying the Taxonomy for
Scheme Selection

The five dimensions of our taxonomy (FHE scheme family, nonlinearity strategy,
model family, system-level optimization levers, and privacy scope) compose natu-
rally into a decision procedure for building a new FHE-ML pipeline. We collapse
these dimensions into four questions that a practitioner can answer in sequence.
Table 5 provides a complementary comparison of representative FHE schemes, il-
lustrating how scheme-level properties such as computational efficiency, numerical
precision, nonlinear operation handling, and supported ML models affect practical
scheme selection.

1. What precision does the plaintext domain require? Real-valued, high-
dimensional inputs (image or audio embeddings, CNN/Transformer activations)
favor CKKS: approximate real/complex arithmetic using encoding, scaling, and
rescaling and SIMD batching absorb the dimensionality. Discrete or categorical in-
puts (tabular features, exact codes) favor TFHE, which avoids the approximation
error CKKS would otherwise accumulate.

2. What nonlinearities does the model require? (Table 3)

® Smooth, low-degree functions (sigmoid, GELU, square): CKKS with Chebyshev
or minimax polynomial approximation keeps multiplicative depth bounded.

e Comparisons or branching (ReLU, sign, tree splits): TFHE via programmable
bootstrapping (PBS), evaluated as a lookup table. If linear layers dominate else-
where, a hybrid CKKS—TFHE design pays scheme-switching cost only at
activation boundaries.

3. Does the deployment optimize for throughput or latency? This is a heuris-
tic, not a strict rule: CKKS’s packed SIMD vectors amortize well across large
batches, making it favorable for high-throughput inference; TFHE’s per-gate eval-
uation avoids the vector initialization and key-management overhead that penalize
single-query workloads, making it favorable for low-latency settings.

4. What security and privacy guarantees are required beyond basic data
confidentiality? Data confidentiality during evaluation is satisfied by standard
FHE, provided the system operates under the assumed honest-but-curious model.
Beyond this baseline, the choice of supplementary defenses depends on the target
threat vectors (Section 2.4):

® Decryption feedback/oracle access: Requires IND-CPAD—compliant schemes using
noise flooding or differential privacy noise mechanisms before decryption.
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o Active/malicious servers: Requires verifiable FHE mechanisms (ZKPs, MACs,
or TEEs) to guarantee computation integrity.

o Statistical leakage from model outputs: Requires application-level differential
privacy or output perturbation to prevent membership inference.

® Model or query leakage: Requires circuit privacy, output quantization, or query
obfuscation.

3.7 Comparability Caveats Across FHE-ML Papers

Comparing runtimes across FHE-ML papers is challenging because experimental set-
tings are often not standardized. In particular: (i) reported security levels vary widely
(e.g., 80-bit vs 128-bit classical security), (ii) batching/SIMD packing assumptions
differ and can change throughput by orders of magnitude, (iii) bootstrapping is some-
times excluded or amortized inconsistently, and (iv) hardware platforms range from
single-thread CPU baselines to multi-core servers, GPUs, and custom accelerators.
For these reasons, we report runtimes and accuracies as stated in the original papers
and emphasize within-paper comparisons and qualitative trends.

Because of these discrepancies, direct, one-to-one performance comparisons be-
tween proposed schemes are rarely empirically sound. Consequently, the numerical
values presented throughout this survey function more as illustrative indicators of
magnitude rather than as robust empirical benchmarks for cross-paper comparison.
We report runtimes and accuracies as stated in the original papers to provide necessary
context—illustrating whether a protocol operates on the scale of milliseconds, min-
utes, or days—but emphasize that readers should focus on within-paper comparisons
and broad qualitative trends.

To reconcile these cross-platform discrepancies and provide a transparent view
of the current state-of-the-art without forcing mathematically flawed comparisons,
we categorize the existing literature into discrete latency buckets. Table 6 de-
tails the state-of-the-art for encrypted inference across major model families, while
Table 7 maps the performance of encrypted training to expose the persistent
training-to-inference bottleneck gap.

Table 6: Encrypted Inference SOTA by Architecture

Paper Architecture Latency Hardware Scheme Security Bootstrapping

[85] Decision Trees 1-10s CPU TFHE  128-bit
[90] ResNet-18 MNIST 1-10s CPU TFHE  152-bit X
[87] 3-Layer MNIST 10-100s CPU TFHE  128-bit
[86] ResNet-20 CIFAR-10 >1000s 1-Thread CPU CKKS  128-bit
[91] D7L3 CIFAR-10 >1000s 8-Thread CPU Hybrid 119-bit
[87] VGG-9 CIFAR-10  >1000s CPU TFHE  128-bit
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Table 7: Encrypted Training SOTA by Model Family (Highlighting the Training Gap)

Category Model & Dataset (Paper) Training Time / Bottleneck Scheme
Traditional ML Decision Tree on UCI ([92]) 47 to 2,276 minutes CKKS
Logistic Regression on financial ~17 hours for large financial CKKS
/MNIST ([84]) dataset; iterative gradient-descent
bottleneck
3-Layer FCN on MNIST ([93]) >9 hours per mini-batch (1- BGV
Neural Networks Thread)
Feedforward NN on Iris ([94]) 29.8 hours (for just 150 samples) CKKS
TFHE-NNs on MNIST ([95]) 13,140 minutes (~219 hours) TFHE

4 Traditional Machine Learning on Encrypted Data

Traditional ML models are often more compatible with FHE than deep learning
because they can be expressed with low-depth arithmetic circuits and avoid expen-
sive nonlinearities. In our taxonomy (Section 3), these works primarily use CKKS
for approximate real arithmetic or TFHE for LUT-based comparisons. We organize
this section by model family (linear models, tree models, margin-based models), and
highlight the dominant nonlinearity strategies and optimization levers used in each
case.

4.1 Logistic Regression

The integration of HE with logistic regression introduces a key challenge: evaluating
the sigmoid function under encryption. While HE enables computation directly on
encrypted data, it imposes two significant limitations—high computational overhead
and support for only polynomial arithmetic operations. These constraints fundamen-
tally alter the optimization process for logistic regression, as the sigmoid function, a
non-polynomial operation, cannot be directly evaluated on encrypted data. To address
this, researchers have employed polynomial approximations of the sigmoid function.
In our taxonomy, FHE logistic regression is typically implemented in CKKS and relies
on polynomial approximations of the sigmoid function; the main optimization levers
are typically batching/packing, approximate gradient updates, and/or bootstrapping
frequency control.

4.1.1 Recent Advances

Han et al. addressed the challenge of scaling encrypted training by proposing an
optimized logistic regression scheme using the CKKS scheme [84]. Their method in-
corporates mini-batch gradient descent with Nesterov’s momentum and a specific
ciphertext partitioning strategy to optimize the costly bootstrapping process required
for iterative training. Their scheme was stress tested on a massive financial dataset
containing over 1.2 million records, achieving 80% accuracy after approximately 17
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hours of training. Furthermore, tests on the MNIST dataset demonstrated 96.4% ac-
curacy, validating the feasibility of training on high-dimensional data encrypted under
FHE.

Kim et al. established a foundational framework for training logistic regression
on sensitive medical data using the CKKS scheme [96]. The authors employed high-
precision least-squares approximations (up to degree 7) of the sigmoid function to
minimize accuracy loss. The method was evaluated on five public health datasets,
including the Edinburgh Myocardial Infarction and NHANES III studies. Their re-
sults showed that the degree-7 approximation yielded negligible accuracy degradation
compared to the plaintext models, though the authors highlighted that the computa-
tional overhead of homomorphic operations remains a significant constraint for larger
datasets.

4.1.2 Summary and Discussion

For logistic regression, the primary computationss are dot products paired with a
sigmoid nonlinearity and are well-suited to CKKS due to its efficient SIMD-packed
linear algebra. As with other models (discussed later in this section), the sigmoid is
replaced with a low-degree polynomial approximation. Encrypted inference is therefore
efficient, but encrypted training remains costly, specifically because gradient descent
requires a full homomorphic weight update for every iteration.

4.2 Decision Tree

In a standard, non-FHE decision tree, the feature vector is compared at internal nodes
to guide the traversal through the tree, which leads to a final value like a class label.
However, performing these comparisons under FHE is difficult as the schemes lack a
comparison operator for ciphertexts. To overcome this limitation, various strategies
have been proposed as described in the following state-of-the-art works. In this section
we discuss the state-of-the-art homomorphic encryption decision tree schemes and
their specifics. Decision trees are distinguished by their reliance on comparisons. Under
CKKS, comparisons are approximated via polynomials; under TFHE, comparisons
are implemented using lookup tables via programmable bootstrapping.

4.2.1 Recent Advances

Frery et al. developed a methodology for performing privacy-preserving inference
on tree-based models (Decision Trees, Random Forests, XGBoost) using the TFHE
scheme [85]. To overcome the decision function problem (the inability to perform
control-flow operations like if/else on encrypted data), the authors employed a two-
part strategy. First, they replaced standard conditional checks with table lookups
implemented via programmable bootstrapping, effectively turning comparisons into
mathematical look-ups. Second, they flattened the tree traversal process into a series
of tensor operations (GEMM strategy), allowing the server to evaluate all potential
branches simultaneously using matrix multiplication rather than sequentially selecting
paths. This approach allows for high-accuracy inference (e.g., matching the accuracy
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of scikit-learn models) without the client ever needing to come online during the com-
putation. Their experiments showed near identical accuracy, fl-score, and average
precision between the plaintext and encrypted tree inferences.

Akavia et al. proposed a privacy-preserving decision tree training and classification
scheme using the CKKS scheme with the Microsoft SEAL library [92]. The authors
scheme is non-interactive, with the only communication being the client sending their
encrypted data to be classified. By utilizing a low degree approximation for the step
functions using the least squares method, the authors solved the ever-troublesome
problem of comparison over encrypted data. By approximating the step function with
a polynomial, comparisons are now possible over encrypted data. Building off of this
step function approximation, the rest of the decision tree is straightforward. The
authors tested their scheme on four datasets from the UCI Repository and compared
it with a plaintext implementation. Their scheme achieved very similar accuracy to
the original, plaintext accuracy. The execution time of the training ranges from 47
minutes to 2,276 minutes based on the size and complexity of the dataset.

Shin et al. introduced their Homomorphic Binary Decision Tree and Homomor-
phic Random Forests, a fully non-interactive framework for training and inferencing
decision trees and random forests on encrypted data using the CKKS scheme [97]. To
address the decision function problem (the inability to perform direct comparisons in
FHE), the authors adopted different strategies for training and inference. During train-
ing, they replaced exact comparisons with an approximate sign function (ApproxSign)
based on polynomials, allowing them to compare Modified Gini Impurity values and
select optimal splits without decryption. For inference, they avoided calculating com-
parisons entirely by using one-hot encoded inputs; this converts the "decision" at each
node into an arithmetic operation (multiplication and addition) where the valid paths
sum to zero, achieving an O(1) multiplicative depth. Their method proved to be at
least 3.7 times faster in inference than prior work by Akavia et al., while maintaining
accuracy comparable to plaintext models [92].

4.2.2 Summary and Discussion

For Decision Trees and Random Forests, the fundamental computational bottlenecks
are the comparison operations and control-flow branching, neither of which are na-
tively supported in arithmetic FHE. To solve this, researchers either employ TFHE
architectures that naturally handle comparisons via programmable bootstrapping
look-up tables, or they utilize CKKS with a polynomial step/sign approximation. The
essential design pattern across both schemes is "branchless evaluation," where the se-
quential traversal of a tree is flattened into tensor operations so that all branches are
evaluated simultaneously. Encrypted tree inference retains accuracy nearly identical
to plaintext, though runtime remains heavily dependent on tree depth and batching
strategy.

4.3 Support Vector Machine

We explore how homomorphic encryption transforms the training and classification
processes of the Support Vector Machine [98].
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4.3.1 Recent Advances

Huang et al. proposed a privacy-preserving client-server architecture designed to im-
prove the efficiency of SVM classification [99]. In their model, the server holds a
pre-trained SVM model and performs inference on encrypted data uploaded by the
client, ensuring that the server never accesses the raw input and the client gains no
knowledge of the model parameters. The authors implemented their scheme using the
CKKS scheme and leveraged Single Instruction Multiple Data (SIMD) packing to op-
timize the linear operations. The key contribution of their work was the replacement
of the computationally expensive sign function with an efficient polynomial approxi-
mation, which significantly reduced the computational overhead. Experimental results
on the CIFAR-10 dataset demonstrated that this optimization reduced classification
time from hundreds of seconds to tens of seconds and encryption/decryption latency
to mere milliseconds.

Park et al. introduced a method for privacy-preserving fair learning using FHE
to mitigate bias in machine learning models while protecting data privacy [100]. To
address the high computational costs typically associated with FHE, the authors pro-
posed a hybrid encryption strategy where only sensitive attributes (like gender, race,
etc.) are encrypted during the training process. Utilizing the CKKS scheme for its na-
tive handling of real numbers, they developed a protocol that avoids computationally
intensive bootstrapping operations. Their method was evaluated on multiple real-
world datasets, including the Adult Income, COMPAS, and German Credit datasets.
Their results indicated that this approach can achieve a superior fairness-accuracy
trade-off compared to existing privacy-preserving algorithms and effectively reduced
discrimination in the model outputs without incurring prohibitive computational
costs.

4.3.2 Summary and Discussion

For Support Vector Machines, the primary operations involve linear evaluations fol-
lowed by a sign function to determine the classification margin. As with other
linear models discussed in this section, CKKS is favored for its SIMD-optimized
linear algebra, and the sign function is replaced with a polynomial approxima-
tion, reducing classification runtime from hundreds of seconds to tens of seconds.
Some recent frameworks also explore hybrid encryption strategies—encrypting only
sensitive attributes under CKKS—to avoid bootstrapping entirely, yielding strong
fairness-accuracy trade-offs during training without prohibitive cost.

4.4 Naive Bayes

We explore how homomorphic encryption transforms the training and classification
processes of Naive Bayes classifiers. Only one paper met the criteria for this survey
discussed in Section 1.3.

4.4.1 Recent Advances

Han et al. proposed the first fully homomorphic Naive Bayes classifier that oper-
ates entirely on encrypted data for both training and classification with the CKKS
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scheme [101]. Standard Naive Bayes requires computing natural logarithms of proba-
bilities (a non-polynomial operation difficult for FHE) so the authors developed a novel
method to approximate In(z) specifically for probability values within the CKKS do-
main. This innovation eliminates the need for any intermediate decryption or trusted
third parties. The resulting scheme demonstrated a dramatic performance improve-
ment, with training times in tens of seconds and inference times in just a few seconds.
Overall, the authors reported a 28-56 x speedup compared to previous state-of-the-art
secure Naive Bayes implementations.

4.4.2 Summary and Discussion

For Naive Bayes classifiers, the dominant bottleneck is the natural logarithm used
to compute probabilities, a non-polynomial operation incompatible with native FHE.
Recent CKKS-based methods approximate In(z) directly within the domain of
probability values. Unlike more complex models, this approximation makes both
encrypted inference and encrypted training highly feasible, with modern implemen-
tations achieving training in tens of seconds and inference in a few seconds—without
any intermediate decryption.

4.5 Lessons Learned from Traditional ML on Encrypted Data

Our review of traditional machine learning models highlights the critical trade-offs
between privacy, accuracy, and performance. Notably, encrypted inference typically
achieves accuracy comparable to plaintext counterparts, often within a 1-2% mar-
gin. However, this comes at a significant computational cost, with inferences requiring
orders of magnitude more time than the plaintext equivalents. Despite this, infer-
ence times generally remain tractable, ranging from a few seconds to several minutes
depending on model and dataset size.

Simpler models such as logistic regression, decision trees, Naive Bayes, and Support
Vector Machines are the most studied due to their limited computational complexity.
However, performance varies significantly based on the underlying operations:

® Jteration Bottleneck: Logistic regression, despite its conceptual simplicity, incurs
high training costs under FHE. This is primarily due to its reliance on iterative
gradient descent, which becomes prohibitively expensive when every update involves
homomorphic operations on encrypted weights.

¢ Comparison Barrier: Decision trees exhibit slower performance because they rely
on branching and comparisons, which are not natively supported in FHE. Imple-
menting these requires deep arithmetic circuits or look up table-based strategies
that further increase computational latency.

e Arithmetic Advantage: Naive Bayes and SVMs fare better under FHE. Their
reliance on basic arithmetic operations (additions and multiplications) rather than
complex control flow or deep iterative loops makes them highly amenable to
encrypted computation for both training and inference.
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Figure 1: The architecture of a neural network performing inference with fully ho-
momorphic encryption. The gray boxes depict the modified network layers to be
compatible with fully homomorphic encryption. E() denotes an HE function that
transforms plaintext inputs into ciphertexts, to ensure data privacy through the infer-
ence process. The blue lock represents the encrypted inputs and outputs, like in the
case of the approximate activation function. The plaintext input vector x and network
weights w;; are encrypted by the encryption function E. The subsequent operations
of perceptrons, including summations » | and approximated activation functions f are
executed on this encrypted data within the hidden layers, and ultimately produces an
encrypted output vector E(y).

5 Deep Learning on Encrypted Data

This section explores deep learning algorithms adapted for data encrypted with FHE,
enabling training and/or inference directly on encrypted data. We begin with a brief
overview of each algorithm, followed by implementation details of the correspond-
ing homomorphic encryption schemes. Where available, total classification times are
reported; however, the specific components included, such as encryption and decryp-
tion, may vary across studies. In most cases, encryption and decryption contribute
minimally to the overall runtime, so their omission is unlikely to significantly affect
comparative evaluations.

5.1 Neural Networks with Encrypted Data

Activation functions are the central obstacle to applying FHE to neural networks
(Section 3.2): while addition and multiplication under HE are sufficient to construct
a network’s basic structure, popular activation functions are nonlinear and not na-
tively supported. Polynomial approximation is the more commonly adopted strategy,
as restricting models to HE-compatible activations directly often degrades accuracy
unacceptably. LUT-based evaluation is typically faster but introduces storage over-
head and the challenge of designing tables that cover the full input range; this was
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first explored by Crawford et al. [102], with more recent tools such as AutoFHE [103]
automating table design and optimization for convolutional networks.

An illustration of a neural network operating over encrypted data is provided in
Figure 1. In our taxonomy, neural network inference papers differ primarily by their
nonlinearity strategy: (i) polynomial activations under CKKS, (ii) LUT/PBS-based
activations under TFHE, or (iii) hybrid CKKS-TFHE designs.

5.1.1 Neural Networks with Homomorphic Encryption

This section explores how homomorphic encryption transforms the training and clas-
sification processes of neural networks. To illustrate these changes, we present a
representative approach that addresses the core challenges of operating over encrypted
data. For consistency and clarity, we follow the notation and terminology introduced
in Section 2.

5.1.2 Privacy-Preserving Inference

Here we discuss the state-of-the-art schemes and implementations for neural network
inference over encrypted data.

Lee et al. pushed the limits of deep network inference in RNS-CKKS by directly
tackling the massive bootstrapping overhead inherent in strided convolutions [86].
Their approach centers on a multiplexed parallel convolution algorithm, which repur-
poses multiplexed packing originally intended for pooling to densely pack tensors from
multiple channels into a single, larger ciphertext. This packing strategy, combined
with a novel convolution algorithm that processes multiple output channels simul-
taneously, reduced the number of expensive rotation operations by 62%. Crucially,
the authors identified a "catastrophic divergence" phenomenon in deeper networks,
where the errors from polynomial ReLLU approximations accumulate to destroy accu-
racy. They resolved this by introducing their novel imaginary-removing bootstrapping
procedure, enabling the first successful FHE implementation of ResNet models up
to 110 layers. This resulted in drastic efficiency gains: their ResNet-20 implementa-
tion on CIFAR-10 achieved a runtime of 2,271 seconds on a single thread, effectively
outperforming the 10,602 seconds required by the prior state-of-the-art running on
64 threads. While outperforming prior benchmarks, it is critical to contextualize this
runtime within real-world deployment constraints. A latency of nearly 38 minutes to
classify a single, low-resolution 32x32 pixel image highlights that even state-of-the-
art CKKS remains unsuitable for real-time or user-facing applications, restricting its
use entirely to offline, asynchronous batch processing.

Stoian et al. developed a methodology for building deep neural networks that
strictly adhere to TFHE constraints to ensure deterministic and noise-free infer-
ences [87]. By recognizing that the efficiency of TFHE’s programmable bootstrapping
depends heavily on minimizing accumulator bit-widths, the authors eschewed standard
training in favor of quantization-aware training combined with unstructured pruning.
This forced the model to learn weights that naturally respect the cryptographic bounds
of the accumulator. Because the resulting computation is exact, the encrypted models
guarantee identical accuracy to their plaintext counterparts. However, this exactness
comes with a significant latency trade-off for complex architectures. For example,
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while a 3-layer MNIST network completed inference in 31 seconds, a larger VGG-9
architecture on CIFAR-10 extended this latency to 18,000 seconds. However, ensuring
deterministic TFHE execution comes at a severe computational and structural cost.
The strict requirement to bound accumulator bit-widths necessitates aggressive quan-
tization and L'-norm unstructured pruning during training. While this successfully
fits the model into TFHE’s cryptographic constraints, this extreme reduction in model
capacity poses a significant challenge for scaling to larger, more complex datasets as
the representational power of the network is heavily bottlenecked.

Liu et al. addressed the precision bottlenecks inherent in CKKS-TFHE hybrid ar-
chitectures [91]. While hybrid schemes combine efficient linear CKKS operations with
precise TFHE nonlinearities, the authors identified that the "scale-down" process re-
quired for programmable bootstrapping introduces severe quantization errors when
neural network activations exceed the limited message domain of the Look-Up Table
(LUT). To mitigate this problem, they introduced a LUT-aware fine-tuning proto-
col. This method empirically estimates the dynamic range of activation inputs using
plaintext data and injects a linear mapping function into the convolutional weights,
ensuring that intermediate values align perfectly with the optimal [—B, B) domain
of the cryptographic LUT. By folding this alignment into the linear layers, the pro-
tocol incurs no additional inference cost while recovering significant accuracy; for a
D7L3 model on CIFAR-10, the accuracy was restored from a degraded 47.5% to a
competitive 80%, matching the plaintext baseline. Despite the high accuracy, the hy-
brid overhead remained substantial, with inference taking approximately 43 minutes
(2,558 seconds) on an 8-thread CPU. While this LUT-aware fine-tuning effectively re-
stores accuracy, it introduces a significant assumption regarding data availability and
threat modeling. The protocol fundamentally relies on analyzing the feature maps
of plaintext training data to estimate the dynamic range of intermediate activations.
This introduces a vulnerability to data distribution shifts: if the distribution of a
client’s real-world encrypted queries deviates from the plaintext calibration data, the
resulting intermediate values will fall outside the optimized Look-Up Table domain.
This would immediately reintroduce the severe quantization errors the method was
designed to solve. Furthermore, an inference time of 2,558 seconds for a D7L3 model
underscores that hybrid overheads remain a substantial barrier to deployment despite
the significant improvements.

Lou and Jiang proposed SHE (Shift-accumulation-based Homomorphic Encryp-
tion), a framework designed to eliminate the reliance on polynomial approximations
that plagues the standard leveled-HE architectures [90]. Leveraging TFHE, the au-
thors replaced expensive homomorphic multiplications with logarithmic quantization,
converting model weights into powers of 2 to enable efficient homomorphic bit-shifts.
To further optimize the circuit, they designed a mixed-bitwidth accumulator tree
that dynamically adjusts the adder precision at each level, minimizing the bootstrap
overhead. Crucially, SHE implements exact ReLU and Max Pooling operations using
TFHE Boolean gates. Unlike polynomial approximations, which consume the multi-
plicative depth budget and degrade accuracy in deep networks, these Boolean gates
incur negligible depth costs. This allowed SHE to support significantly deeper archi-
tectures than previous works, such as ResNet-18 and LSTMs. Their empirical results

25



on MNIST demonstrated a 76-94% reduction in latency compared to prior art, achiev-
ing 9.3s per inference while maintaining state-of-the-art accuracy of 99.54%. Despite
this low inference latency on MNIST, this performance must be carefully contextual-
ized. While avoiding polynomial approximation preserves network depth and accuracy,
a latency of nearly ten seconds to classify a single, low-resolution 28x28 grayscale
image indicates that the underlying Boolean operations remain computationally re-
strictive. Consequently, while SHE represents a significant algorithmic optimization,
it still falls far short of the real-time, high-throughput requirements necessary for
modern, high-resolution computer vision deployments.

5.1.3 Privacy-Preserving Training

We now begin our discussion of state-of-the-art schemes and implementations for
training neural networks over encrypted data.

Nandakumar et al. established a baseline for non-interactive neural network
training using stochastic gradient descent with the BGV scheme [93]. To mitigate
the immense computational complexity of backpropagation, the authors employed
several optimizations: simplifying network architecture, using 8-bit signed integer
representations for inputs, and implementing smart ciphertext packing to facilitate
parallelization. They utilized a 3-layer fully connected network and replaced com-
plex activations with a sigmoid function implemented via homomorphic table lookups.
While training a full 784-input network proved computationally prohibitive, a reduced
64-input version (NN2) achieved 96% accuracy on MNIST. Their results highlighted
the "horrendous" execution time of FHE training, noting that a single mini-batch
took over 9 hours on a single thread, though multi-threading with 30 threads reduced
this to 40 minutes.

Mihara et al. proposed a scheme for training a neural network on encrypted data
using the CKKS scheme [94]. The authors introduced a novel diagonal packing method
for the weight matrix, designed to minimize computational overhead during matrix
transposition operations required for backpropagation. By leveraging this packing
method, they significantly reduced the total number of rotations and multiplications
needed, achieving a threefold reduction in computation time compared to traditional
row packing methods. For their experiments, the authors trained a simple feedforward
neural network with one hidden layer on the Iris dataset, a standard classification
dataset with 150 samples across three classes. The network consisted of an input
layer with four nodes, a hidden layer with ten nodes, and an output layer with three
nodes, using square activation functions to maintain compatibility with CKKS. The
training was performed over 400 epochs, with ciphertext training achieving a final
accuracy of 98.47%, slightly surpassing the plaintext training accuracy of 98.05%.
The authors reported a total training time of approximately 29.8 hours when using
batch sizes of one, with further reductions achieved via OpenMP-based parallelization.
They highlighted that their method significantly reduced the multiplication circuit
depth and computational overhead and while the scheme demonstrated practicality
for smaller datasets and networks, the authors noted the challenges of scaling to
more complex architectures and larger datasets due to the inherent constraints of
homomorphic encryption.
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Colombo et al. designed TFHE-NNs, a family of TFHE-compliant neural networks
for non-interactive training on encrypted data [95]. Instead of backpropagation, the
authors used direct feedback alignment, due to the need for integer values in the entire
architecture. Also, they proposed a cross validation procedure that selects the TFHE-
NN that guarantees the highest validation accuracy. The trained model had identical
validation and testing accuracies for both the plaintext and encrypted datasets, but
the plaintext model trained in 0.05 minutes while the encrypted model trained in
13,140.0 minutes. However, they were able to reduce this encrypting training time to
6,570.0 minutes with parallel training at the cost of slightly reduced accuracy of about
86.5%.

Collectively, these metrics demonstrate that while encrypted inference is near-
ing viability for specific targeted applications, non-interactive encrypted training
currently faces profound scalability barriers. The extreme computational overhead ob-
served across early implementations indicates that general-purpose encrypted training
requires further paradigm shifts before practical production deployment is feasi-
ble. Current demonstrations on trivially small datasets (such as the 150-sample Iris
dataset or cropped MNIST images) requiring tens to thousands of hours of com-
puting power suggest that direct deep learning training under FHE remains highly
prohibitive. Without significant architectural paradigm shifts, full-scale encrypted
training presents a severe challenge for near-term viability [93].

5.1.4 Summary and Discussion

For neural networks and CNNs, the central bottlenecks arise from heavy linear al-
gebra workloads interleaved with nonlinear activation functions. CKKS is strongly
preferred for processing convolutions and matrix multiplications due to its highly ef-
ficient SIMD packing capabilities, though it suffers from approximation errors that
accumulate when using polynomial replacements for activations. Alternatively, TFHE
provides exact, high-fidelity nonlinearities (like ReLU) using Look-Up Tables (LUTS)
and Boolean gates, but it incurs massive latency penalties and high computational
overhead for linear workloads. To balance these trade-offs, researchers have developed
CKKS-TFHE hybrid designs that compute linear layers in CKKS and activations in
TFHE; however, these architectures introduce new challenges, such as the quantization
errors and severe scale-down overhead required during scheme conversion.

5.2 Transformers over Encrypted Data

The transformer architecture was first proposed by researchers at Google in 2017 [104].
Since then, transformers have found applications in various domains such as natural
language processing, computer vision, and multimodal learning, to name a few. An
example is provided in Figure 2.

5.2.1 Privacy-Preserving Inference

Zimerman et al. presented the first practical FHE-based transformer inference us-
ing polynomial approximations under the CKKS scheme [88]. This work marked a
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Figure 2: The architecture of a transformer performing an inference with FHE. The
light green boxes depict the a compatible matrix multiplication protocol (MatMul)
with fully homomorphic encryption. E() denotes an encryption function that trans-
forms plaintext inputs into ciphertext outputs to ensure data privacy throughout
the inference process. The blue lock represents the encrypted inputs and outputs.
The plaintext input x, query matrix (Q), key matrix (K), and value matrix (V)
are encrypted by the encryption function E. The subsequent operations of softmax
(SoftMax), layer normalization (LayerNorm), Gaussian error linear unit (GeLU), and
the arguments of the maxima (ArgMax) are approximated functions executed on the
encrypted data within the hidden layers, and ultimately produces an encrypted out-
put E(y).

key milestone in privacy-preserving machine learning by demonstrating that trans-
former models can achieve competitive performance on both vision and NLP tasks
under FHE. The main challenge was the incompatibility of standard transformer
components with homomorphic encryption, as naive polynomial substitutions cause
numerical instability [105, 106]. The authors addressed this problem by replacing
the non-polynomial operations with HE-friendly alternatives, including a pointwise
activation-based attention mechanism and polynomial activation functions. Layer nor-
malization was adapted using task-specific strategies for vision and language models.
The resulting models were evaluated on CIFAR-100, Tiny-ImageNet, and Wikitext-
103, achieving accuracy and perplexity close to plaintext baselines. For example, a
12-layer polynomial NLP model achieved a perplexity of 18.91 compared to 16.89 in
plaintext. These results demonstrate that carefully designing polynomial transform-
ers prove the practicality of FHE-based inferences. However, this approach introduces
a critical structural compromise. By replacing the standard softmax-based attention
mechanism with pointwise activations, the architecture deviates significantly from true
transformer dynamics. While sufficient for smaller benchmarks like Wikitext-103, it
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remains speculative whether this approximation can scale to the complex contextual
mapping required by modern Large Language Models (LLMs) without catastrophic
degradation in reasoning capabilities.

Zhang et al. proposed NEXUS, a non-interactive protocol for secure transformer
inference that eliminates the multi-round client-server interaction required by prior
approaches [107]. In NEXUS, the client sends a single encrypted query and the server
returns an encrypted prediction, with all noise management performed server-side.
This design is highly relevant for transformers, whose inference workloads are domi-
nated by large matrix multiplications and expensive ciphertext rotations, and whose
nonlinear components (normalization and output selection) are difficult to implement
efficiently under FHE. To improve the throughput, NEXUS introduces SIMD slot
folding and ciphertext compression techniques tailored to transformer-specific linear
algebra. The system also includes an efficient protocol for output selection (Argmax)
designed to scale to the large vocabularies typical of LLMs. In the authors’ evaluation
on BERT-base and Llama-3-8B, NEXUS reports up to a 372x reduction in bandwidth
compared to interactive baselines such as BOLT, and achieves a reported 37.3 seconds
end-to-end inference time for BERT when leveraging GPU acceleration. NEXUS’s re-
sults prove the ability to adapt existing transformers to the bounds of FHE while
remaining computationally feasible. Despite the impressive latency reductions, a crit-
ical evaluation of NEXUS reveals a heavy reliance on high-end GPU acceleration to
achieve their reported 37.3 second inference time. This highlights a persistent limi-
tation in current state-of-the-art FHE-ML: algorithmic optimizations alone are often
insufficient for practicality. The requirement for enterprise-grade hardware clusters
shifts the deployment bottleneck from pure latency to severe economic costs, which
poses a barrier for widespread cloud adoption.

Rho et al. introduced an encryption-friendly transformer architecture tailored for
secure personalized fine-tuning and inference under homomorphic encryption using
the CKKS scheme [89]. A key challenge they address is that conventional full-model
fine-tuning requires updating all model parameters, which forces weight matrices into
ciphertext form and leads to costly ciphertext-ciphertext multiplications. To avoid
this, the authors adopt Low-Rank Adaptation (LoRA), freezing the pre-trained model
weights in plaintext and training only a small set of low-rank adapter matrices [108].
This design allows most linear operations to remain as efficient plaintext-ciphertext
multiplications, substantially reducing computational overhead. To further limit cir-
cuit depth, the standard softmax attention mechanism is replaced with a Gaussian
kernel. Unlike softmax, which relies on division and exponentiation over an unbounded
input range, the Gaussian kernel removes the division step and confines the expo-
nential approximation to the numerically stable region where (x < 0). Nonlinear
functions are approximated using a combination of Remez polynomial approximation
and Newton’s method, balancing accuracy and efficiency under encryption. The pro-
posed architecture was evaluated on the GLUE benchmark and showed substantial
performance gains over full-model encrypted baselines, achieving a 6.94 times speedup
during fine-tuning and a 2.33 times speedup during inference. For example, on the
RTE task, training time per epoch dropped from 19.5 hours to 4.8 hours, while accu-
racy remained close to that of plaintext models (with up to 99% accuracy retention
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on most tasks). These results suggest that privacy-preserving personalization may be
feasible for selected tasks and open-model settings, although the approach depends
on plaintext base weights and does not resolve end-to-end encrypted inference for
proprietary LLMs. While LoRA effectively mitigates the ciphertext-ciphertext mul-
tiplication overhead, it introduces a strict boundary on the applicable threat model.
Freezing the pre-trained weights in plaintext implicitly assumes that the base model
is publicly available. In commercial scenarios involving proprietary foundation mod-
els, exposing the base weights in plaintext violates intellectual property constraints.
Therefore, while highly efficient for personalized fine-tuning of open models, this ap-
proach does not resolve the broader challenge of end-to-end encrypted inference for
proprietary LLMs.

5.2.2 Summary and Discussion

For transformer architectures, the dominant cryptographic bottlenecks are the
quadratic complexity of attention mechanisms, the reliance on nonlinear softmax
and normalization layers, and the tensor reshaping/rotation overhead induced by ci-
phertext packing. Because standard transformer components cause severe numerical
instability when naively substituted with polynomials, CKKS-based strategies fre-
quently alter the semantics of the model, substituting operations with HE-friendly
alternatives like pointwise activation-based attention. Furthermore, to achieve feasi-
ble runtimes during fine-tuning, system-level optimizations heavily rely on Low-Rank
Adaptation (LoRA) strategies to keep the vast majority of base weights in plaintext.
Within the stated search scope of current FHE-ML literature, TFHE-native exact
transformers remain largely unexplored, with polynomial approximations dominating
the field.

5.3 Absence of TFHE Transformer Implementations

As outlined in our literature search methodology (Section 1.3), our systematic review
of works published between January 2019 and January 2026 yielded no non-interactive
transformer inference schemes that operate purely under TFHE. While TFHE has
been successfully applied to decision trees and neural networks, the literature—within
the bounds of our search—has yet to produce a fully TFHE-native transformer im-
plementation that meets practical latency or depth constraints. To the best of our
knowledge at the time of writing, this remains an open area of research.

The absence of TFHE-native transformers likely reflects a fundamental mismatch
between TFHE’s strengths and the computational structure of transformers:

e SIMD throughput vs. PBS flexibility: Transformers are dominated by large
matrix multiplications and attention score computation. CKKS can amortize these
operations via packed SIMD arithmetic, whereas TFHE’s programmable boot-
strapping is typically applied to individual (or small batches of) values, making
transformer-scale linear algebra significantly less efficient.

e High-precision nonlinearities: Key transformer components such as softmax and
normalization require nontrivial nonlinear evaluation at moderate precision. While
TFHE supports LUT /PBS-based nonlinear evaluation, achieving transformer-level
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accuracy may require multi-precision techniques and frequent bootstrapping, which
can be prohibitively expensive.

® Tensor packing and data movement: Efficient transformer execution under
FHE depends critically on packing strategies and data movement (e.g., reductions
and reshaping in attention). CKKS supports efficient slot rotations for packed ten-
sors, whereas TFHE lacks an equally efficient analogue for high-dimensional packed
tensor operations, increasing the cost of attention and related primitives.

Despite this absence, future work could explore hybrid designs, improved packing
techniques, or alternative attention mechanisms that reduce depth and bootstrapping
requirements, potentially enabling TFHE transformer implementations.

5.4 Lessons Learned from Deep Learning on Encrypted Data

Our analysis of state-of-the-art deep learning implementations under FHE reveals
several critical insights into the current trade-offs between cryptographic security and
model performance:

® Incompatibility of Standard Architectures: Porting “off-the-shelf” deep learn-
ing models to FHE-ML is generally ineffective because standard nonlinearities like
ReLU or Softmax are not natively supported by FHE schemes. Successful imple-
mentations require “cryptography-aware” designs, such as using quantization-aware
training to manage bit-widths or replacing standard activations with low-degree
polynomials.

® Scalability Gap in Training: While encrypted inference has reached near-
practical latencies for some tasks, training remains a massive bottleneck. Encrypted
training is estimated to be four to five orders of magnitude slower than plaintext
training. Current successes in training are limited to smaller networks or reduced
datasets, such as cropping MNIST images to smaller pixels to make the parameter
count manageable.

® Scheme-Specific Performance Profiles: The choice of FHE scheme dictates the
model’s strengths. CKKS is highly efficient for the large-scale linear algebra required
by Transformers and CNNs but introduces approximation errors that can accu-
mulate and cause “catastrophic divergence” in deep networks. Conversely, TFHE
provides exact, deterministic results using programmable bootstrapping for non-
linearities, but incurs a significant latency penalty for complex architectures like
VGG-9.

® Necessity of Structural Optimization: Performance gains in deep FHE-ML
often come from system-level tricks rather than just faster hardware. Techniques
such as multiplexed parallel convolutions to reduce rotations, diagonal packing for
matrix transposition, and Low-Rank Adaptation (LoRA) to keep most weights in
plaintext during fine-tuning have proven essential for achieving feasible runtimes.

® Accuracy Retention vs. Computational Cost: Deep FHE-ML can achieve
accuracies nearly identical to plaintext counterparts (often within 1%), but the cost
is a massive increase in energy and time. For instance, an exact TFHE-based MNIST
inference can take 31 seconds compared to milliseconds in plaintext, representing
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a trade-off currently acceptable only in high-stakes privacy domains like healthcare
or finance.

6 Applications of Machine Learning on Encrypted
Data

Machine learning (ML) on encrypted data using fully homomorphic encryption (FHE)
is increasingly being explored for real-world applications where privacy is essential,
enabling secure computations without exposing the sensitive content.

6.1 Machine Learning as a Service

Cloud computing, particularly Machine Learning as a Service (MLaaS), presents a
natural application for machine learning over encrypted data. With the rapid expan-
sion of cloud infrastructure over the past decade, MLaaS has emerged as an attractive
alternative to the costly investment in GPUs, servers, and system maintenance. It of-
fers users a flexible, scalable, and cost-effective solution for training machine learning
models and serving inference requests. However, a critical challenge in this paradigm
is the lack of trust in the cloud provider. The cloud server is typically considered a
semi-honest adversary—one that follows the protocol correctly but may attempt to
infer sensitive information from the data it processes.

To address privacy concerns, FHE offers a compelling solution. With FHE, users
can encrypt their training data, model parameters, inference inputs, and results, al-
lowing the cloud server to operate entirely on encrypted data. This can provide strong
data privacy in a non-interactive fashion. Model privacy and query privacy, however,
require additional mechanisms beyond standard FHE, as discussed in Section 3.5.
Unlike techniques such as secure multi-party computation or functional encryption,
FHE-ML requires minimal communication between the user and the server.

In a typical workflow, the user encrypts and uploads data and computation to the
server. The user can then submit encrypted inputs for inference and receive encrypted
predictions in return. Only the user, with access to the secret key, can decrypt the
results, so the cloud server does not learn the plaintext input data or outputs under
the stated threat model. Protecting model privacy and query-pattern privacy requires
additional safeguards.

While FHE-based MLaaS offers strong privacy guarantees, it comes with high
computational and energy costs [109, 110], making the cost-privacy trade-off a central
concern. Recent work by Lin et al. [111] addresses this challenge by proposing a
latency-sensitive framework for privacy-preserving neural network inference using HE.
Despite the current limitations, homomorphic encryption remains one of the most
effective tools for enabling secure MLaaS and continues to be the focus of active
research and optimization.

6.2 Healthcare

Hospitals and research institutions can greatly benefit from machine learning with ho-
momorphically encrypted data techniques when analyzing sensitive health data, such
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as patient records or genomic information. Strict privacy regulations such as HIPAA
govern the handling of medical data [52]. Homomorphic encryption (HE) enables ma-
chine learning over encrypted data, offering compliance with these regulations while
allowing for secure data sharing and collaborative research.

By operating on encrypted data, HE adds a robust layer of security that meets
the stringent privacy standards required for handling medical information [96, 99,
112, 113]. For instance, a pre-trained machine learning model designed to predict dis-
ease susceptibility can execute secure inference directly over encrypted patient data,
ensuring both privacy and utility. Furthermore, while full-scale encrypted training
remains a long-term aspiration (especially for deep learning models as discussed in
Section 5), future scaling could theoretically allow a machine learning model to be
trained directly on encrypted patient data and provide stronger protection for sensi-
tive patient data under the stated threat model. This capability enables hospitals or
research institutions to safely outsource training to third-party cloud providers.

6.3 Finance

The financial sector faces significant challenges in balancing privacy, security, and the
need to analyze sensitive user data effectively. FHE-ML offers a promising solution by
enabling secure processing of financial data without compromising confidentiality. For
instance, machine learning models for fraud detection can analyze encrypted transac-
tion data to identify anomalies or suspicious activity, all while maintaining customer
privacy. This capability is especially valuable in anti-money laundering initiatives,
where collaboration between institutions is essential but often limited by strict privacy
regulations.

FHE enables such collaboration by allowing encrypted databases from multiple
financial entities to be securely combined and analyzed without disclosing private
customer information [114]. This approach supports compliance with rigorous data
protection laws while enhancing the utility of machine learning for fraud detec-
tion. Similarly, recent works emphasize the importance of privacy preservation in
credit analysis [84, 115]. They demonstrate that homomorphic encryption can protect
sensitive credit data during cloud-based computations.

7 Future Research Directions

Implications for AI Research. The study of machine learning over fully homomor-
phically encrypted data highlights a set of constraints that fundamentally reshape the
design, training, and deployment of Al models. Unlike conventional ML settings, FHE
restricts available operations, limits numerical precision, and introduces significant
computational overhead, forcing researchers to reconsider common assumptions about
model complexity, activation functions, and training dynamics. These constraints en-
courage the development of models that are inherently more structured, numerically
stable, and amenable to low-precision computation.

From an Al systems perspective, FHE-based learning emphasizes the importance
of cryptography-aware model design, where architectural choices, optimization strate-
gies, and training procedures are co-designed with the underlying execution substrate.
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Techniques such as polynomial activation approximations, quantization-aware train-
ing, model compression, and architectural simplification—originally motivated by
encrypted computation—also align with broader trends in efficient and robust AI. As
a result, insights gained from FHE-ML research may inform the design of models that
are more efficient, interpretable, and deployable even outside encrypted settings.
More broadly, FHE-based machine learning provides a concrete testbed for study-
ing trustworthy and privacy-preserving Al under strong adversarial assumptions. By
enabling computation on sensitive data without revealing inputs to the computing
platform, FHE challenges the traditional trade-off between data utility and confiden-
tiality. Continued progress in this area has the potential to influence how future Al
systems are built for regulated and high-stakes domains, where privacy, security, and
accountability are first-class design requirements rather than afterthoughts.

7.1 Hybrid and Interactive Deployments

As discussed, the computational overhead of pure FHE remains a formidable barrier.
Consequently, much of the current real-world momentum in privacy-preserving ma-
chine learning relies on interactive protocols to distribute this burden. This includes
cross-silo federated learning, secure aggregation, and hybrid cryptographic systems
that combine FHE with Multi-Party Computation (MPC) [116-118].

While these interactive paradigms offer a practical stopgap for current deploy-
ments, they inherently shift the system bottleneck from computation to communica-
tion. Evaluating scalability in interactive settings introduces qualitative differences,
as performance becomes heavily dependent on client-side hardware, synchronization
overhead, and unpredictable network bandwidth. Therefore, while hybrid systems
dominate the immediate deployment landscapes, we argue that the non-interactive
paradigm surveyed in this work provides the most robust architectural model for se-
cure, asynchronous cloud-based Al outsourcing, as it removes the persistent client-side
availability requirements inherent in multi-party configurations. Advancing non-
interactive FHE-ML ensures that clients can asynchronously transmit encrypted data
and retrieve results without remaining online, ultimately providing a more robust
architecture for cloud-based Al

7.2 FHE-ML Software and System Ecosystem

The FHE-ML ecosystem has evolved from isolated cryptographic libraries into a tiered
deployment stack. At the foundational layer, several mature, open-source libraries
provide the core cryptographic primitives. Microsoft SEAL [119] and Lattigo [120] are
widely adopted for the leveled schemes (BFV, BGV, CKKS), with Lattigo support-
ing multiparty variations. OpenFHE [121] offers a comprehensive suite covering both
leveled and fully bootstrapped schemes (including FHEW and TFHE), while TFHE-
rs [122] provides specialized APIs for programmable bootstrapping and exact Boolean
and integer operations.

Above this cryptographic foundation, a layer of higher-level frameworks and com-
pilers has emerged to bridge the gap with applied machine learning. Concrete ML [123]
offers a scikit-learn-compatible interface that abstracts FHE implementation details
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for practitioners, handling quantization and scheme selection automatically. Google’s
HEIR [124], built on the MLIR compiler infrastructure, serves as a general-purpose
FHE compiler toolchain targeting multiple schemes, backends, and hardware accel-
erators. Together, these tiers represent a maturing pipeline from raw cryptographic
operations to deployable privacy-preserving ML applications.

7.3 Reproducibility

A critical secondary challenge within the FHE-ML literature is the widespread lack
of standardized reproducibility. While the broader machine learning community has
heavily adopted open-source code mandates and standardized benchmarks (e.g.,
MLPerf), the FHE-ML domain remains fragmented [125].

Currently, evaluating the reproducibility of proposed schemes reveals three consis-
tent gaps:

® Code Availability: While ecosystem-level frameworks like Concrete ML and HEIR
are open-source, many bespoke algorithmic improvements proposed in the litera-
ture do not release their underlying implementation code [123, 124]. This omission
prevents independent verification of latency and accuracy claims.

® Parameter Transparency: The sensitivity of FHE performance to cryptographic
parameters cannot be overstated. Reproducing a result requires exact knowledge
of the polynomial ring degree, ciphertext modulus, and target security level (A).
Papers that report runtimes without explicitly disclosing these parameters cannot
be rigorously reproduced or audited for security flaws.

® Lack of Standardized Benchmarks: The literature heavily relies on datasets like
MNIST and CIFAR-10 for evaluation. However, differences in data preprocessing,
feature extraction (e.g., performing initial layers in plaintext before encrypting),
and quantization mean that even when two papers evaluate the same dataset, their
baselines are rarely identical.

For FHE-ML to mature into a highly deployable technology, the field must embrace
rigorous reproducibility standards. While early initiatives like the FHE Benchmarking
Suite! represent a promising step toward standardized evaluation, broader adoption
is required. Future works should be expected to provide open-source reference imple-
mentations, exact cryptographic parameter checklists, and evaluations against these
emerging fully encrypted baselines.

7.4 Optimization

The primary barrier to the widespread adoption of homomorphic encryption for
privacy-preserving machine learning is its significant computational overhead. FHE-
ML workloads incur profound computational and memory latency, which compounds
significantly when scaled to deep learning architectures. Although the past decade has
seen substantial progress in reducing execution times, one major challenge remains
unresolved: training. Training neural networks over encrypted data is currently im-
practical due to the immense computational demands. While numerous schemes exist

Yhttps://fhe-benchmarking.github.io/

35


https://fhe-benchmarking.github.io/

for encrypted inference, they rely on pre-trained models. If an organization requires
both training and privacy for deep learning, the computational cost poses a substan-
tial barrier to adoption. For homomorphic encryption to achieve large-scale, real-world
deployment in machine learning applications, this issue must be addressed.

Fortunately, there are promising avenues for improving existing schemes and imple-
mentations. The first involves algorithmic improvements, which refer to enhancements
in the underlying homomorphic encryption techniques. These may include reducing
ciphertext growth, minimizing error terms, decreasing the number of bootstrapping
operations required by FHE schemes, or optimizing ciphertext packing to accelerate
computations.

The second category involves implementation improvements, which focus on op-
timizing the software and hardware used to execute homomorphic operations. For
instance, parallel programming techniques have shown strong potential for reducing
execution times. Additionally, hardware acceleration, whether it be custom hardware
or existing GPUs used for deep learning, could significantly cut computational costs
and make encrypted training more feasible.

7.5 Usability

Implementing FHE-ML is a nontrivial task. Once a specific encryption scheme and
library have been selected, the ML algorithm itself often must be implemented manu-
ally. This process is complicated by the inherent limitations in FHE (such as the lack of
data-dependent branching) which makes many conventional programming techniques
infeasible. Another major challenge lies in selecting appropriate security parameters.
Poor parameter selection can easily result in either insecure implementations—due to
parameters that are too small—or impractical ones—due to excessively large parame-
ters that significantly degrade performance. While most FHE libraries provide default
security settings, developers must still carefully evaluate whether these defaults offer
an adequate level of security and efficiency for their use case.

Encouragingly, recent years have seen the emergence of homomorphic encryption
compilers, which significantly lower the barrier to adoption. These compilers take pro-
grams written in more user-friendly languages and automatically convert them into
homomorphic versions. They handle critical tasks such as parameter selection, data
formatting, and bootstrapping operations, thereby simplifying development. These
FHE tools and compilers can be evaluated along three key dimensions: usability
(how easy the tool is to use), expressiveness (the degree of control it offers to devel-
opers), and performance (the efficiency of the generated homomorphic code) [126].
While performance is undeniably important for making FHE practical, usability is
equally crucial. If FHE tools are too complex for developers without a background in
cryptography, their adoption will remain limited to a small pool of experts.

To promote the broader adoption of privacy-preserving machine learning, FHE
tools must be designed with the end user in mind. This includes minimizing the
cryptographic expertise required to build secure, functional applications. One promis-
ing research direction is the development of libraries or frameworks that provide
pre-built, homomorphically encrypted implementations of commonly used machine
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learning algorithms. Such tools would reduce the need for manual implementation and
debugging, saving developers time and effort.

7.6 Quantum Compatibility

Quantum computers are of particular interest to cryptographers due to their poten-
tial to break widely used public-key encryption schemes exponentially faster than
classical computers. As demonstrated by Peter Shor in the 1994, a sufficiently pow-
erful quantum computer can solve the discrete logarithm and integer factorization
problems in polynomial time [127, 128]. This implies that cryptographic systems such
as RSA, Diffie-Hellman, and elliptic-curve cryptography would become insecure in a
post-quantum world. In anticipation of this so-called "Q Day," substantial research is
underway in the emerging field of post-quantum cryptography to design and rigorously
evaluate alternative cryptographic schemes.

While there has been considerable progress in developing fully homomorphic en-
cryption (FHE) schemes tailored to quantum computations, relatively little attention
has been paid to assessing the resilience of current FHE schemes against quan-
tum attacks. This presents an important gap in the literature. Additionally, another
promising research direction lies in exploring whether quantum computing could
be leveraged to accelerate FHE computations themselves. If quantum speedups can
be applied to FHE operations, this could significantly enhance the practicality of
homomorphic encryption in large-scale applications.

8 Conclusion

Fully Homomorphic Encryption (FHE) enables computations to be performed directly
on ciphertexts, producing encrypted results that, once decrypted, match the outcome
of operations as if they were performed on the plaintext. While the idea of performing
operations on encrypted data was first proposed in 1978, it was not until Gentry’s
breakthrough in 2009 that the first FHE scheme was realized. Since then, research in
FHE has accelerated rapidly, transforming the idea of operating on encrypted data into
a practical reality. This technology holds tremendous promise for privacy-preserving
machine learning, enabling sensitive data to remain encrypted throughout the entire
computation process. We introduced our taxonomy for categorizing FHE-ML works
in Section 3. Today, a wide variety of machine learning algorithms can be adapted
for use with FHE, as discussed in Sections 4 and 5. FHE-ML shows strong potential
for privacy-critical domains, and early systems demonstrate feasibility for selected
workloads, as explored in Section 6. While FHE has made significant strides in its
nearly four-decade evolution, substantial challenges remain. As discussed in Section 7,
continued progress in performance, usability, and integration with machine learning
frameworks is essential to fully realize the vision of complete privacy for data in use.
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